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MHOJIOKEHHE

00 obecneuennn H6€30NACHOCTH HEPCOHATBHBIX IAHNBIX
npu Hx obpadorke B HHPOPMAUHOHHBIX CHCTEMAX
B Q00 «®aopur Oresb MenezmMen



B cootBeTcTBUM Cco crateein 19 ®epgepansHoro 3akoHa "O nepcoHansHbIx OaHHbIx"
lNpasutenscreo Poccuitckon Denepaumu nocTtaHoBnsier:

1. YTBepauts npunaraemoe MNonoxenune 06 obecnevyeHnn BesonacHocTy
NEPCOHANbHLIX AaHHbIX NP KX obpabortke 8 NHPOPMaLIMOHHLIX cucTemax
NepPCoHanbHbIX AaHHBIX.

2. ®epgepansHoii cnyxbe BesonacHocTu Poccuiickoi Penepaumun un PenepansHoi
cnyxbe no TeXHUYeckomy u IKCMOPTHOMY KOHTPOMHo YTBEPAUTL B Npenenax ceoei
KOMRETEHUWN B 3-MecsauHbIil cpok HOPpMaTtuBHbIe NpaBoBLIE akTLl U MeToauyeckue
AOKYMEHTbI, Heobxoaumsle ans BbINONHeHns TpebosaHuii, NPeAyCMOTPEHHbIX
Monoxenunem. YTBEPXAEHHBLIM HACTOALWMM nocraHoBneHuem.

Mpegcenarens MpaBurenscTea
Poccumckon ®egepaunn
B. 3ybkon

Monoxenue 06 obecneuenuu GezonacHocTy NEPCOHaNbHbIX AAHHLIX NPU UX
obpaboTtke B MHOPMaLMOHHLIX cuCTeMax NepCoHanbHbIX AaHHbLIX

1. Hactoswee MNonoxexue yCTaHasnueaet TpeboBaHus obecneyeHuio
BesonacHocTn NEPCOHANBHLIX AaHHLIX NpK KX obpaboTke B UHMDOPMALMOHHBIX
CUCTEMax nepcoHanbHbIX AaHHbIX, npeacrasnawmx coboun COBOKYMHOCTb
MEPCOHANbHbLIX AaHHbLIX, coAepxawumxcs 8 Dazax gaHHbIxX, a TaKke NHhopMaLyMOHHbIX
TEXHOTIOTUIA N TEXHUYECKUX CPEACTB, NO3IBONAILIMX OCYLLECTBNATL obpaboTky Takux
NEPCOHANbLHLIX AAHHLIX C UCNONL30BAHNEM CPeAcTs aBTOMaTW3auum (nanee -
WHbopMaunoHHbIe CUCTEMBI).

Moa TexHuyeckumu cpeacreamu, nossonsowmmm OCyLLEeCTBNATL obpaboTky
MEpPCOoHanbHbIX AaHHbLIX, NOHUMAalOTCS CPEACTBA BbIYUCIUTENBHON TEXHUKN,
MHd)OpMaLlHOHHO-Bb!‘-IHCHMTeanIbIE KOMNNEeKCobl u ceTun, cpeacTsa u cucTems,
Népeaayun, npuema n obpaboTky NepCoHanbHbIX AaHHLIX (CpeacTea u cucTemsI
3ByKO3anucu, 3asykoycunenus, 3BYyKOBOCNpoOu3BEAEHUSA, neperoBopHbIe u
TeNneBn3noHHbIe ycTpoiicTsa, CPpeAcTBa U3rotoBnenus, TUPaXUpoBaHMa AoKyMEHTOB
W Apyrve TexHuyeckue cpeacrea obpaboTku peuesoii, rpaduyeckon, Buageo- u
OykseHHO-undposon nHbopmauum), NporpammHble cpeacrea (onepauynoHHsie
CUCTEMBI, cucTembl ynpasneHus Dasamun naHHbIX n T.N.), cpencrea 3awmnThbl
WHbopmMayumu, npumeHsembie B MHDOPMAUMOHHBIX CUCTEMAX.
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2. Bbe3onacHoOCTk NepcoHanbHbiX AAHHbIX AOCTUraeTcsd NyTemMm UCKMoYeHns
HecaHKLUMOHWPOBaHHOTO, B TOM YKCne C.I'IYHHI?IHOFO, pocryna K nepcoHarnbHbiM
NaHHbIM, PE3YITBTATOM KOTOPOTrO MOXET CTaTbh YHUYTOXKEHNE, N3IMEHEHUE,
bnokvposaHue, KonuposaHue, pacnpocTpaHeHne rnepcoHanbHblX AaHHbIX, a Takxe

WHBIX HECAHKLIMOHUPOBAaHHbLIX AENCTBUN.

Be30nacHOCTL NepCoHanbHbIX AaHHbIX nNpu nx obpadboTke B NHPOPMALIMOHHbIX
cucteMax obecneunBaeTcs ¢ noMOoLULLI0 CUCTEMBI 38LWLNUTbI NEPCOHANbHbIX AaHHbIX,
BKITIOYAIOLLEN OPraHM3aLnoHHble Mepbl U cpeacTea 3allnThbl nHdopmaumm (B Tom
yucne wudposansHbie (kpunTtorpaduyeckve) cpeacTsa, cpeacTsa npeaoTBpalieHns
HECaHKUMOHNPOBAHHOIO AOCTYNa, yTeukn nHopmaumm no TeXHUYECKUM KaHanam,
NPOrpaMmMHO-TEXHUHECKUX BO3AENCTBUN Ha TEXHUYECKNE CpeacTBa obpaboTku
nepcoHanbHbix AaHHbIX), @ TaKKe NCnons3yeMbie B nHopMaunoHHon cucteme
nHhopMaLMoHHbIe TeXHONOMKU, TexHuieckue n nporpammHbie cpejcTsa OOMKHbI
yA0BNETBOPSITL yCTaHABMBAEMbIM B COOTBETCTBUM C 3aKOHOAATENbCTBOM
Poccuitckon deaepaunmn TpeboBaHnsm, obecneqnsaowmnm awuTty nHopmaLnu.

ins o6ecnevenmns He3onNacHoCTV NePCoHanbHbIX AaHHBLIX NPY X obpaboTke B
MHDOPMALMOHHBIX CUCTEMAX OCYLLECTBNAETCA 3alinTa peyeBon uHopmauum u
uncopmayun, obpabarbiBaemMon TEXHUHECKUMU CPEACTBAMU, a Takxe nHchopmauunn,
npeacTasNeHHon B BuAe MHPOPMATUBHbIX 3NEKTPUYECKUX CUTHANOB, huanyeckmx
noneit, HocuTenei Ha ByMaxHO!, MarHUTHON, MarHUTHO-ONTUYECKON 1 NHOW OCHOBE.

3. MeToas! 1 cnocobsl 3aLuTsl HOPMaLIMKU B MH(OPMALIMOHHLIX CUCTEMAX
ycTaHasnusaioTcs ®egepansHon cnyxdoi no TexHU4eckomy 1 IKCNopTHOMY
KoHTpOnio u ®eaepansHon cnyxbon beaonacHocTu Poccuinckon ®@eaepaunm B

npegenax ux NONMHOMOYUN.

JlocTaToMHOCTL NPUHATLIX Mep o obecneyeHnto DesonacHoOCTU NepcoHanbHbIX
[1aHHbIX Npy ux 0BpaboTke B MHGOPMALMOHHbIX CUCTEMaX OLEHUBAETCH Npy

NPOBEAEHUI FOCYAAPCTBEHHOTO KOHTPONS 1 Haja3opa.

4 Pabotbkl no obecneveHnio HesonacHoCT NepcoHanbHbiX AaHHbLIX NPU UX
obpaboTke B MH(OPMALIMOHHLIX CUCTEMAX ABNAKOTCS HeoTheMNeMon YacTolo pabot

no co3aaHunio nHpopmMaunoHHbLIX CUCTEM.

5. CpeacTsa 3alyMThbl MHOPMALIMK, NPUMEHSEMbIE B MHDOPMAUMOHHbIX cucTemax, B

yCTAaHOBNEHHOM NOPSA/AKE NPOXOAAT NPOLIEAYPY OUEHKM COOTBETCTBUS.
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6. WHhopMaLMOHHbIE CUCTEMBI knaccuduumpyroTcs rocyaapCcTBeHHbIMU opraHamu,
MyHULMNANBHLIMI OpraHamu, 1pUANHECKUM Uy hUsnyeckummn nuuamm,
OpraHuayoLLMMn 1 (MNK) ocyLECTBARIOLLIMMA 06paboTKy nepcoHanbHbIx AaHHbIX, 3
TalKe onpeaensowmmn uenn n coaepxanune oBpaboTkn nepcoHanbHbIX AaHHbIX
(nanee - oriepartop), B 3aBUCUMOCTH OT obbema obpabaTbiBaemMbiX MU
nepcoHanbHbiX AaHHbLIX N Yrpo3 He30MacHOCTH XXU3HEHHO BaXHbIM MHTEPECAM

nu4HocTy, obliecTea v rocyaapcrsa.

Mopsgok nposeaeHns knaccuukaumm nHHOPMaLUMOHHBIX CUCTEM yCTaHaBNuBaeTCcH
coBMecTHO PenepanbHon cnyboi No TEXHUHECKOMY U IKCNOPTHOMY KOHTPOMIO,
depepanbHon cnyxbon besonacHocTh Poccuiickon ®enepauvn n MUHNCTEPCTBOM
NHHOPMALIMOHHbIX TexHonoruin n ceaan Poccuickon enepauun.

7. OBmeH nepcoHanbHbIMKU AaHHbIMWA NPpY NX obpaboTke B MH(POPMALIMOHHBIX
cucTeMax OCyLIECTBISETCS MO KaHanam cBA3v, 3alnuTa KoTopbIX obecneunBaeTcs
nyTeM peanu3auui COOTBETCTBYIOLNX OPraHn3aUnoHHbIX mep v (Unn) nyTem

npUMEeHEHNH TeEXHWYECKUX cpeliCTB.

8. Pasmeluerve MHopMaLUnoHHbIX cuctem, cneynanbHoe obopy/oBaHue n oxpaHa
nOMEeLLEHWi, B KOTOpbLIX BeAeTcs paborta ¢ NepcoHanbHbLIMK AaHHbIMW, opraHnsauna
pexuma obecneveHuns Be3onacHOCTW B 3TUX NOMELLEHUAX NOMKHbI obecneynsaTb
COXPaHHOCTb HOCUTENEN nepcouaanbl'x AA@HHBIX 1 CPEACTB 3aluThl MHGopmauum, a
TaloKe UCKIIoYaTh BO3MOXKHOCTb HEKOHTPONMPYEMOro NPOHUKHOBEHNA nnu

ﬂp96blBaHMﬂ B 3TUX NOMELLEHWAX NOCTOPOHHNX NWLL.

9. Bo3mMOXHbIE KaHanbl yTeukn nHgpopmauun npu obpaboTke nepcoHarnbHbIX AaHHbIX
B WHOPMALIMOHHbIX CUCTEMAX ONpeaenATCA depepansHon cnyxbon no
TEXHUYECKOMY 1 3KCNOPTHOMY KOHTPOITO 1 depepansHon cnyxbon besonacHocTy
Poccunckon ®enepaunun B npegenax unx NOMHOMOYUNA.

10. Be3onacHoCTb NEPCOHaNbHBLIX AAHHbLIX NP UX obpaboTke B UH(OPMALMOHHOWM
cucTeme obecneynBaeT oneparop Ui fMLo, KOTOPOMY Ha OCHOBaHWA norosopa
onepatop nopyvaet 06paboTky nepcoHanbHbIX faHHbIX (nanee - ynorHoMo4eHHoe
nnyo). CyuiecTBEHHbIM yCrIoBNEM AOTOBOPA ABNACTCH 0653aHHOCTL
yNONHOMOYEHHOTO NuLia obecneynTs KOH(UAEHUMANBHOCTL NEPCoHanbHbIX AaHHBIX
1 BesonacHoOCTb NEePCoHanbHbIX AAHHBIX NPY UX obpaboTke B MH(OPMALMOHHON

cCUCTeMeE.

11. Npu 0bpaboTke nNepcoHanbHbIX AaHHLIX B MHOPMALMOHHOW crucTeme AOIMKHO

ObiTL obecneyeHo:



a) nposeaeHune MEpPONpUATUIA, HAaNpasnexHHbIX Ha npegoTspatleHne
HECAHKUMOHUPOBAHHOMO AOCTYNA K NEpPCOHaNbHBIM AaHHLIM n (Mnun) nepegadn nx

nuuam, He vetolumM npasa gocryna K Takon nHopmaunn;

6) ceoeBpemMeHHoe 0DHapyxeHne thakToB HECAHKLMOHUPOBAHHOrO A0CTYNa K

nepcoHanbHbiv OaHHBbIM,

B) HEAONYLIEHWE BO3AENCTBIUSA Ha TeXHUYEeCKne CPEACTBa aBTOMaTN3NPOBaHHOW
oBpaboTku nepcoHanbHbiX AaHHbIX, B pe3ynbTate KOTOPOro MOXeT DbiTb HapyLLEeHO

nx (hyHKLMOHUPOBaAHWE,

) BOBMOXHOCTb HezamMmeanuTenbHoro BOCCTAHOBNEHUA NepcoHanbHbIX OaHHbIX,
MoaAnduUNpPOBaHHBIX UITK YHUYTOXKEHHbIX BCcrneancreue HecaHKLUWOHWPOBaHHOIO

foctyna K Hum;

A1) NOCTOAHHBLIN KOHTPOSb 33 0BecneYeHnem ypoBHA 3alLULLIEHHOCTH NEPCOHANBHbIX

AaHHbIX

12. MeponpusiTus no obecneveHnio He30nacHOCTM NepcoHarnbHbIX AaHHbLIX NPY NX

obpaboTke B UHPOPMALIMOHHBIX CUCTEMAX BKno4aT B ceba:

a) onpezenexue yrpo3 6e3onacHocT¥ NepcoRanbHbIX AAHHLIX PK WX obpaboTke,

(hOpMUPOBAHME HA X OCHOBE MOAENW yrpos,

6) pazpaboTky Ha OCHOBE MOAENW YIPO3 CUCTEMbI 3ALLMTL! nepcoHanbHbIX AaHHbIX,
oBecneunBaloLLiei HelTpanu3aumio NpeAnonaraemblx yrpos ¢ UCnonb3oBaHueM
METOLIOB 1 COCOBO0B 3alNThl NePCOHanbHbIX AaHHBIX, NPeAyCMOTREHHBIX ans

COOTBETCTBYIOLIEr0 Knacca MHOPMaLMOHHbIX CUCTEM,

B) NPOBEPKY FOTOBHOCTM CPEACTS 3aLUThI nHOPMAaLMK K UCTOMMBE30BAHNIO C

cocTaBneHnem 3akoYeHnin © BO3MOXKHOCTWN UX akcnnyartayuu,

r) yCTAHOBKY ¥ BBO/ B 9KCNIyaraumio CPEACTB 3aLUUTD! uHopMaumm B COOTBETCTBUN

C 3KCNNyaTaLMOHHOM 1 TEXHUYECKON AOKYMEHTaLmen,

1) obyueHne nuL, NCronb3yLLMX CPeACTBa 3aLnThl WHopMauwn, NpUMEHsEMbIE B

UHGOPMALMOHHBIX cucTEMAX, npasunam paboTbl C HAMMU,

e) y4eT NpUMeHsemMblX CPeACTB 3aLlnThbl nHopmaunm, AKCNyaTaLnoHHON U
TEXHUYECKON AOKYMEHTALMN K HUM, HOCUTENEN NepcoHanbHbIX AaHHbIX;



X) yHET NUL, AoNyUEeHHbIX K paboTe ¢ nepcoHanbHbIMKU AaHHLIMY B
MHOPMALIMOHHON cucTeme:

3) KOHTPOSb 3a COBNIDAEHUEM YCNOBUIA MCNONBL3OBAHUS CPeACTB 3alynTbl
WHGOpMAaLK, NPeAYCMOTPEHHBIX SKCMYaTaAUMOHHON U TEXHUUECKOI

AOKymMeHTauuven,

W) pasbupatenscTBo U CocTaBneHve 3aknioyeHunil no akTtam HecobnoaeHus
YCNOBUA XpaHeHWUsi HOCUTENEN NEePCOHANbLHBLIX AAHHBLIX, UCTIONb30BAHUS cpeacTs
3almTel MHGOpMaUMK, KOTOPLIE MOTYT NPUBECTH K HapyLIeHno
KOH(DMAEHUMANBHOCTU NEePCOHaNnbHBLIX AaHHbIX UM APYTUM HapyLUEeHUsM,
NPUBOAALLNM K CHUKEHMIO YPOBHS 3aLUMLEHHOCTY NEPCOHANbHbIX AaHHbIX,
paspabotky v npunsitue mep no NpeaoTBpalleHnio BO3MOXKHbLIX ONAaCHbIX
nocneacTBUl NOAOOHLIX HAPYLLIEHWIA:

K) onucaHue cuctems! 3aLUUTLI NepcoHanbHbIX JaHHbIX.

13. ins paspabotku n ocyuwiectenenus MeponpuaTuin no obecnevyexnto
BesonacHocTy nepcoHanbHLIX AaHHbIX npu nx obpaboTke B MHOpMaLMOHHON
CUCTEME ONEPaTOPOM UMK YNONHOMOYEHHBLIM NNLIOM MOXET HA3HAYATHLCS
CTRYKTYpHOE noApasaeneHne unu AomKHOCTHOE NUuo (paboTHUK), OTBETCTBEHHbIE
3a obecneverue HesonacHocTu NEepCcoHanbHbIX AaHHbIX.

14 Jluua, pocTyn KOTOpLIX K NEPCOHAmNBHBLIM [aHHbIM, oGpaﬁaTbaBaea}ibIM B
WHhOpMaUMOHHOW cucTeme, HeoBxoaum AN BbINOSTHEHNSA CnyXebHbIX (TPYAOBbIX)
obsizaHHOCTEN, JONyCKaTCH K COOTBETCTBYIOLUM NEepcoHanbHbIM AaHHLIM Ha
OCHOBaHWUM Cnucka, yTBEpPXAEHHOro ONepaTopoM UK YNONHOMOYEHHbIM nmyom.

15. Banpocsl nonb3oBatenein MHHOPMALIMOHHOI CUCTEMB! Ha nonyyeHue
NMepcoHanbHbIX AaHHbIX, BKIIOYas nny, yKasaHHbIX B NyHKTE 14 HacTosiwero
Monoxenus, a Takke hakTbl npefocTasneHns nepcoHanbHbIX AaHHbLIX MO 3TUM
3anpocam perncTpupyroTcs asToMaTu3npoBaHHbLIMU CPeaCTBaMM MHhopMaLMOHHON
CUCTEMbI B SNEKTPOHHOM XypHane obpalyeHun. Conepxarme INEKTPOHHOTO
KypHana obpaulennii nepmoguyeckn nposBepseTcs COOTBETCTBYIOLLUMMU
AOIPKHOCTHBIMU Nuuamu (paboTHukamu) onepaTopa unm yNonHOMOYEeHHOro nuua.

16. pu obHapyxeHun HapyLieHuii nopsigka npeaocTaBneHus nepcoHanbHbIxX
AaHHBIX ONEpPaTop Uiy YyNoSIHOMOYEHHOE NULO HE3aMEANUTENBHO
PMOCTaHaBNUBAIOT NPEAOCTaBNEHNE NEPCOHANbHBIX AAHHLIX NONb30BATENSM



UHoPMaLMOHHON CUCTEMbI A0 BbIABNEHNA NPUHUH HapyLUeHWn n ycTpaHeHns 3Tnx

MPULUH.

17. Peanuaauus TpebosaHunii no obecneyeHnio HeaonacHocTu uHopmaumn &
CpeAcTBax 3aluThl MHOPMAaLMK BO3NaraeTcs Ha ux paspaboTyunkos.

B oTHoweHun paspaboTanHbix WUpoBanbHbIX (kpunTorpaguyecknx) cpeacTs
3awmTsl vHdopMaumuu, npeaHasHaveHHbix Ans obecnevenns DesonacHoCcTH
nepcoHanbHbIX AaHHbIX rpy nx obpaboTke B MHOPMALMOHHBLIX CUCTEMAX,
NPOBOASITCA TEMATUYECKNE UCCNEA0BaHUS U KOHTPOMNbHbLIE TEMaTu4yeckne
nccneaoBaHus B LIENAx NpoBepku BoinonHeHns tpebosanni no Be3onacHoOCTH
uHchopmauuun. Npy 3ToM NoZ Tematuiecknmn nccnesoBaHuamu noHUMaroTCs
Kpuntorpaguyeckue, NHXXeHepHOo-KpunTorpapuyeckne n cneyuanbHoie
uccnefoBaHusi CPEACTB 3awmThl Hopmaunm n cneynanbHbie paboTkl C
TEXHUHECKMW CpeacTBamMmu UHMOPMaUUOHHbBIX CUCTEM, a NOA KOHTPObHBIMK
TeMaTnyeckumMmn NccnenoBaHuaMmn - NePUoANYEcKn NPoBoAnmsie TemaTudeckne

ncecnegoBaHus.

KoHKpeTHbIE CPOKV NPOBEAEHNS KOHTPOIbHbBIX TEMaTU4EeCKNX nccrenoBaHnm
onpepensioTcs PepepansHoin cnyxbon besonacHocTy Poccuinckon @enepaumn.

18. PeaynbTatbl OLUEHKU COOTBETCTBUA W (MNK) TEMATUYECKUX MccneaoBaHnm
CPEACTB 3alLUTLI MHPOPMALMN, NPEAHA3HA4YEHHBIX 4ns obecneyeHus BesonacHoCTH
nepcoHanbHbIX AaHHbIX Npu ux 06paboTke B MHPOPMALMOHHBLIX cncTemMax,
OLIeHUBAIOTCS B XO[€ 3KCNEePTU3bl, OCYLECTBNAEMON depepansHou cnyxobon no
TEXHUMECKOMY 1 3KCTIOPTHOMY KOHTpOrio u defepansHon cnyxbown 6eszonacHOCTH

Poccuiickon ®egepaunn B npegenax nx nonHoOMouun.

19. K cpeacTBam 3awnTsl MHopmauun, npeaHasHayeHHbiM Ang obecneveHuA
He3onacHoOCTN NepcoHanbHbIX ,El’aHHbIX npu wx obpaboTke B NHHOPMALMOHHbBIX
cucTemax, NpunaralnTcs Npasnna nonb3osaHnsa 3TUMN Cpe/cTBamu, CornacoBaHHbIe
c QepepansHo cnyxbon No TeXHUYECKOMY 1 IKCNOPTHOMY KOHTPOIIO 1
degepansHoit cnyxbon besonacHocTn Poccuinckon ®enepaumnn B npeaenax ux

MONHOMOYWUN.

W3MeHeHne yCrnoBuin NPUMEHEHNSA CPEACTB 3awmTsl nHgopmaumu,
NpeayCMOTPEHHBIX yKa3aHHbIMN Npasuiamu, CornacosbiBaeTcs ¢ 3TUMN

thepepanbHbIMU OpraHamMmn NCNONHUTENLHOW BRAcTu B npeaenax ux NONHOMOYNIA.



20. Cpeactsa 3awmTbl MHdoOpMauun, npeaHasHadyeHHble Ans obecnevyerns
He3onacHOCTU NepcoHanbHbIX AaHHbiX Npy nx obpaboTke B MH(POPMALIMOHHbIX
cucTemax, Nonexar y4eTy C UCNnonb3oBaHnem NHOAEKCOB UM YCNOBHbLIX
HAUMEHOBAHUIA U PErNCTPaLUNOHHbIX HOMepoB. epeyerHb NHAEKCOoB, YCIOBHbLIX
HaMMEHOBaHUN U PErMCTPALMOHHbBIX HOMEPOB onpeaensieTca PenepansHoON cnyxdoin
Mo TEXHUYECKOMY WM IKCNOPTHOMY KOHTpOnto u PenepansHon cnyxbon besonacHocTH
Poccunckon ®eaepalumn 8 npegenax nx NONMHOMOYMA.

21 OcobenHocTn paszpaboTtkn, npon3BoAcTBa, peanu3auun n akcnnyarauuu
wndposBanbHblXx (KpuaTOorpauyecknx) cpeacTs 3awmnTel nHdopmaumnn v
NpeaocTaBnerna yenyr no WwuhpoBaHuio NepcoHanbHblX AaHHbIX Npu nx obpaboTke
8 uHhopmauMoHHbIX cucTemax ycrasasnusawtca PeaepansHon cnyxbon
besonacHocTn Poccuickon ®egepauymn.



